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Scottish Forestry Data Privacy Notice:
Small Woodlands Loan Scheme

General Information

This privacy notice tells you what Scottish Forestry will do with the personal
information we will collect as part of the Small Woodlands Loan Scheme, and
how we will protect your privacy.

This privacy notice will tell you:
e Which personal information we will collect and use
Why we need this personal information and what we will use it for
How we will get this information
How long we will store it for;
Whether there are other recipients of your personal information
Whether we intend to transfer it to another country
We are the controller for any personal information you give to us.

Controller Contact Details

Scottish Forestry
Silvan House

231 Corstorphine Road
Edinburgh

EH12 7AT

Scottish.Forestry@forestry.gov.scot
0131 370 5250

Please mark any correspondence with ‘Privacy Notice - Small Woodlands Loan
Scheme’

Data Protection Officer’'s Contact Details
Our Data Protection Officer is Marliese Richmond. You can contact her by

emailing Scottish.Forestry@forestry.gov.scot. Mark the email FAO Data
Protection Officer.

The personal information we collect and use

In the course of providing loans under the Small Woodlands Loan Scheme
(SWLS), including the assessment of Forestry Grant Scheme (FGS) applications,
we collect personal information about you including (but not limited to):

¢ Your Contact Details, and those of anyone working on behalf of the
business;

e Details about your business, including its Name(s) and address(es),
telephone number(s), and email address(s);
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e Details relating to and/or contained in your Forestry Grant Scheme (FGS)
application; and

e Bank/Building Society details, including Customer Name(s), Supplier
Name(s), Account Number(s) and Sort Code(s);

e and

e Any information required for and/or contained within your Small
Woodlands Loan Agreement.

We also collect information when you communicate with us or visit our website,
whereby information is collected in accordance with our Cookie Policy.

Purpose and lawful basis for processing

The lawful basis we rely on to process personal data for the above purposes is
article 6 (1) of the UK GDPR:

e (a) - you have given us your consent

e (b) - through the need to comply with contractual obligations

e (e) - to enable SF to carry out the public task of managing and
administrating the Small Woodlands Loan Scheme

If you do not provide us with the personal information mentioned we will be
unable to process your application for a loan or make any loan payments.

Why do we need this personal information?

We need this information in order to administer the SWLS, including but not
limited to:

¢ Contacting the business owner/representatives or agents working on their

behalf about any aspect of your application(s);

¢ making a decision on whether to provide loan funding against the FGS
Application;

¢ Making payments and/or reclamations of loan funds;

¢ Notifying you about any changes or amendments to our services;

e Use in case of legal disputes in relation to the repayment of loan funds;
and

e Allow us to carry out any statutory or regulatory duties in relation to the
SWLS.

How do we get your personal information?

We will get your personal information from various sources, including:

e Information provided by the person applying for grant and/or loan or
someone legally entitled to apply on their behalf;

e From any completed pro-forma associated with the process of applying to

the FGS or SWLS; and
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e From requests made by Scottish Forestry to the Agriculture & Rural
Economy Directorate (ARE) and/or the Rural Payments and Inspections
Directorate (RPID).

The information we get will be collected at the point of application and at the
point of approval, where applicable.

Who we share your personal information with

We may share your personal information, such as your name and address, with
other public and regulatory bodies, for example ARE and RPID. We have a data
sharing agreement in place with ARE and RPID.

This data sharing allows us to comply with statutes or regulation, or because it is
required to manage or administer the SWLS.

How we store your personal information

Your personal information in signed loan agreements will be stored as hard
copies. These will be kept in secure file storage at our local offices in filing
cabinets with access limited to office staff as necessary only. The hard copies of
loan agreements will be kept until the loan conditions have been met and the
agreement has been discharged.

Your other personal information stored electronically will be stored on secure
networks accessible only through the use of an encrypted laptop. Case
management systems may be used and will be password protected and sensitive
information will be stored in areas with restricted user access.

Personal Information stored on our case management system ‘Casebook’ will be
double encrypted and excluded from search/query results on the system.

For information sharing we will use SharePoint, using password protection and
two-factor authentication, or Objective Connect accessible only by invitation and
through encrypted laptops and additional password checks.

How long we keep your personal information

Your personal information will be kept for a minimum period. Bank details will
only be retained until payment has been made and confirmation of this payment
is assured. Details will be disposed of within two days of payment confirmation.
Digitally held data will be disposed of through the permanent deletion of the
data either within our case management system or, where applicable, any
document(s).

Hard [paper] copies will be disposed of securely.
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Your rights

You can exercise any of the following rights by emailing the Data Protection
Officer at Scottish.Forestry@forestry.gov.scot.

Your rights in relation to your personal information are:

e You have a right to request access to, and copies of, the personal
information that we hold about you by making a "subject access request";

e If you believe that any of the personal information that we hold about you
is inaccurate or incomplete, you have a right to request that we correct or
complete your personal information;

e You have a right to object to and/or request that we restrict the
processing of your personal information for specific purposes; and

e Where you have given consent to the processing of your personal
information, you have the right to withdraw that consent.

As your personal information relates to a loan agreement you do not have the
right to withdraw consent to us using your data once a loan has been issued, nor
can you restrict the use of this data if such restrictions would affect our ability to
administer and manage the loan scheme.

Any requests received by us will be considered under applicable data protection
legislation.

Your right to complain

We are committed to protecting your personal information and privacy. If you
have queries or concerns, please contact us at
Scottish.Forestry@forestry.gov.scot.

If you remain dissatisfied, you have a right to raise a complaint with the
Information Commissioner's Office at www.ico.org.uk.

The Information Commissioner’s Office
Queen Elizabeth House

Sibbald Walk

Edinburgh

EH8 8FT

Telephone: 0303 123 1115

Third-Party Content

We partner with the Scottish Government’s Rural Payments and Services in
administering the SWLS, and provide a link to that organisation’s website.
Scottish Forestry are not responsible for the content or information contained on
any third-party websites.
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Changes to this privacy notice

This privacy notice was first published April 2021. We will keep this privacy
notice under regular review to make sure it is up to date and accurate.

Scottish Forestry is the Scottish Government agency responsible for »v‘ Scottish Government
: i Riaghaltas na h-Alba
forestry policy, support and regulation a | g ov%mt

S e Coilltearachd na h-Alba a’ bhuidheann-ghniomha aig Riaghaltas
na h-Alba a tha an urra ri poileasaidh, taic agus riaghladh do choilltearachd
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